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JEAKI CIOCOBU NPOTU/III CACTEMHU BE3NIJIOTHUX JITAJIBHUX
ATIAPATIB 3ACOBAM PAJIIOEJEKTPOHHOI BOPOTbBH

Oouieio 3 cepliosHux npobiem, AKi 3 yacy nouamky cy4acHoi pociticoko-ykpaincokoi sitinu (6i0 2014 poxy) 00600umsb-
¢ supiutyeamu nocmitino, € npomudis 3acobam padioenekmponnoi bopomvou (PEB). Ockinoku mae micye nocmitine
600CKOHANICHHA K JIMAIbHUX anapamis (Niiomosanux i Oesninomuux), max i 3aco6ig¢ 6opomvoOU 3 HUMU, MO Y NPO-
Onema HatOIUICHUMU POKAMU He empauamume axmyanvrocmi. OcHogHi cnocobu npomudii: Kpunmozpagiunuii 3axucm
CUSHATLY, YACMOMHA azpeeayis, GUKOPUCMANHs Qi3uuHux 6ap’epie, asMOHOMHI pedlcumi noabomy (3 3aKpummsam ycix
PAadioKananis 36 513Ky 3 ONepamopom), CMmEOPeHHs YHIKATbHO20 Npoepamiozo 3abesneuenns 0as BIIJIA (Illximos, 2024).

Y yiti pobomi 6yoe posensidacmuvca odun 3 eapianmis npomudii 3acooam PED, saxuii mac na memi smeHwumu 8pas-
JIUBICb NEpeod Yyumu 3acobamu He okpemozo bes3ninomuoeo aimanvrozo anapama (bI1LJIA), a nanescnum wunom ckongi-
2yposanoi cucmemu 3 6azamvox BIIJIA, axky modcna pozensoamu sk «piii OpoHiey uu «xmapy opoHie». [Ipononyemocs
cucmema, de okpemi 6otiogi BILJIA 3a donomoeor padiocueHanie abo ONMUUHO20 38 13KV KEPYIOIMbC YeHMPaTbHUM
Ooponom. 38’430k 3 onepamopom (uepe3 eneKmpoMazHimue GUNPOMIHIOBAHHA Y pAdio-0ianas3oHi yu uepe3 OnmoeonoK-
HO) Mae auute yeHmpanpHuil Opon. Y mesicax «poroy xapakmepui 6i0Cmani 0iist nepeoayi CUeHamy € Mawmu (nopsioKy
Mempig), modic nepeoaua CUSHALI8 MidC TIMATbHUMU ANapamamy € MeHul 8pa3iugolo, Hidc y 8UNAOKY 38 A3KYy beznoce-
PEOHbO 3 onepamopom. JJonycKaemvcs maxkodc makui 6apiannm 0OMIHy CUSHANAMY, KOU JIMAatbHi anapamu 00 €Onani
Y Mepedicy; npu Yybomy 8i00aNeH] eleMeHmu «Poioy MOXCymb He Oymu 6e3nocepednbo nos8 A3aHi 3 YyeHmMparbHUM anapa-
monm. Tobmo mooice mamu miciye woch Ha 3pa3oK 0B0BUMIDHOI KPUCMATIYHOT CIPYKMYPU i3 83A€MOOIEI0 HAOUNMCUUX (4Ul
onuzekux) cycioie. Tpusumipna cmpykmypa 6u0acmvcs MeHul OOYiIbHOIO 3 MOYKU 30pY epeKmugHoCmi 3acmocy8aHHs
3acobis spascents okpemux BILIA, ane modice Oymu 00peyunoio, AKWO Ha OPOHU-CAMeNimuU NOKAAOAMU MAKONC QYHKYIIO
saxucmy yeumpanvhozo opona. Cnocobu 3axucnmy Kanaiie 0oMiny iHghopmayicto Misic yeHmpaibHum OpOHOM I Onepamo-
POM Y pobOmI He pO32nA0AIOMbCS.
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SOME METHODS OF COUNTERING THE EFFECTS
OF UNMANNED AIRCRAFT SYSTEMS
AGAINST ELECTRONIC WARFARE DEVICES

One of the serious problems that has had to be solved constantly since the beginning of the modern Russian-Ukrainian
war (since 2014) is the counteraction to electronic warfare (EW) means. Since there is a constant improvement of both
aircraft (manned and unmanned) and means of combating them, this problem will not lose its relevance in the coming
years. The main methods of counteraction: cryptographic signal protection, frequency aggregation, the use of physical
barriers, autonomous flight modes (with the closure of all radio channels of communication with the operator), the creation
of unique software for UAVs (Shkitov, 2024). This paper will consider one of the options for countering EW means,
which aims to reduce the vulnerability to these means not of a single unmanned aerial vehicle (UAV), but of a properly
configured system of many UAVs, which can be considered as a “swarm of drones” or “cloud of drones”. A system is
proposed where individual combat UAVs are controlled by a central drone using radio signals or optical communication.
Only the central drone has communication with the operator (via electromagnetic radiation in the radio range or via
optical fiber). Within the “swarm”, the typical distances for signal transmission are small (of the order of meters),
so signal transmission between aircraft is less vulnerable than in the case of direct communication with the operator.
A variant of signal exchange is also possible when the aircraft are combined into a network; in this case, remote elements
of the “swarm” may not be directly connected to the central device. That is, something like a two-dimensional crystalline
structure with the interaction of the nearest (or close) neighbors may take place. A three-dimensional structure seems
less appropriate from the point of view of the effectiveness of using means of impressing individual UAVs, but may be
appropriate if the satellite drones are also assigned the function of protecting the central drone. Methods of protecting

information exchange channels between the central drone and the operator are not considered in the work.
Key words: electrodynamics, radiation theory, unmanned aerial vehicles, electronic warfare.

AkTyaabHicTh TeMu. 3acobu PEB nokasyrots
BHUCOKY €(DeKTHBHICTb MPOTHUIT IpOHAM, sIKi OOMi-
HIOIOTHCS IAaHUMHU 3 OTIEPaTOPOM TI0 palioKaHaIax.
OOMIH TaHUMH Yepe3 ONTOBOJOKHO € He 3aBXIU
JIOPEYHHM 1 Ma€e cBOi oOMexeHHs. ToxX akTyalb-
HUM € IUTaHHS NOLIYKY HOBUX BapiaHTIB MPOTUALT
3acobam PED.

MeTor0 cTATTi € JOCHIMKEHHS € OOCIHI-
JokeHHs cuctemu HeBenukux BITJIA, 00’ enHannx
y CBOEPIJHY «XMapy» UM «piii», K1 0OMIHIOIOTHCS
JTaHUMH He Oe3MOCepeNHbO 3 OIepaTopoM, SK
MPOMIKHY JIAaHKY BUKOPUCTOBYIOTH LEHTPAJIbHUI
JpOH. 3pO3yMiJIo, IO TaKWK JAPOH MOBUHEH MaTH
OinbI HaAIMHKK 3aci0 3B’S3Ky 3 OleparopoM, aje
s okpemoro BITJIA e opranizyBaT 4acTo mpo-
cTime, Hix A0at npo npotuaito PEB mis koxxHoro
00HOBOTO APOHA.

Bukiaa ocHOBHOTO marepiany J0C/IiIKeHHs.
CuctemMa BENMKOTO YHMCIIA BIJHOCHO HEBEIUKUX
JIPOHIB 3 HEBEIMKHUM 030pOEHHIM Mae€ psifl mepenar
nepesl OIHUM JIITAIFHUM araparoM 3 OUIbIINMH
po3MipaMu 1 OLIbIIOI BOrHEBow Mimuo. I[lepe-
JyCiM TYT HIEThCS MPO Te, IO BTpaTa OAHOTO YU
kinbkox BITJIA Moke 3amummTu 60€31aTHUM piid
B IILJIOMY, TOJIi SIK Oy/Tb-SIKE TIOIITKO/PKEHHSI BEJTUKOTO
JITAJILHOTO anapary, 3a3Bu4ai, NpU3BOAUTH J0 HOro
BTpaTH. AJle Y OKpEeMO B3ATOTO JIPOHA 3 MAMMH
po3MipaMH € CYTT€BUI mporpaml y HOpPiBHAHHI
3 BEJMKUM JIITAIGHUM arapaTtoM: HEMOXIIUBICTb
BCTaHOBJIEHHS CKJIQJHOI amaparypu, sika mMoria 0
nporunistu 3acodbam PEB (IBanenko, 2023).

Komnu finetbest mpo pagioenekTpoHHy 60poThOy,
CJIIJT PO3YMITH, 110 MIETHCS PO EIEKTPOMAarHiTHE
BUIIPOMIHIOBAaHHS 3 TIEBHUM Jialla30HOM JOBXKHH
XBUWJIb, XapaKTEPHUMU BIJCTaHIMH, A€ L€ BUIIPO-
MiHIOBaHHS € €()EKTHUBHUM, TPO MEepearodi 1 mpu-
Hmatoui aHTeHH Touo. OAHUM CJIOBOM, Li€ B 3Ha-
YHIHM Mipi TUTAHHS €NEKTPOJUHAMIKH.

[IponoHy€eTbCsSI 10 MOAAJBIIOTO BUBYEHHS
TaKa CHCTEMa, sIKa CKJIAJAEThCS 3 IIEHTPAIBHOTO
JIpOHa, KU Mae 3B’SI30K 3 OMEPATOPOM HampsMy
(un HAJNEKHUM YHUHOM MaKCHUMAJIbHO 3aXHIIe-
HUM €JIEKTPOMArHiTHUM BUIPOMIHIOBAaHHIM YU
3a JIOTIOMOTOI0 ONTOBOJIOKHA), & TAKOXK 3 CHCTEMH
JIPOHIB-CATEITIB, SIKI 3HAXOJATHCA HA HEBEJMKIN
BIZICTaH1 B1Jl IEHTPAIBHOTO 1 OOMIHIOIOTHCS €JIEeK-
TPOMAarHiTHUMHU CUTHaJIaMU JMiIe 3 HUM. [eome-
Tpisi CUCTEMH, B IPUHIIHITI, MOXKE OYTH IPOCTOPO-
BOIO, ajle OOMEKMMOCH BUIAJKOM, KOJIU CUCTEMaA
JPOHIB PO3MIIlIeHa B TOPU3OHTAJIbHIN TUIOIIWHI.
[IpunaiimHi, 3 MipKyBaHb OOHOBOI0O 3aCTOCYBaHHS
1€ BUAAETHCS OUIBII JOPEYHUM, HDK PO3MIIICHHS
JIPOHIB y TIPOCTOPi, HA Pi3HUX BUCOTax. ToJi Haii-
OUTBII TOIUTBHUMU € JTBA HAMOLIBII IPUHHATHUX
CIoCcOoOM PO3MIILIEHHS IPOHIB: 10 By3JaX KBaJpar-
HOI rpatku (puc. 1) 1 Mo By3nax TPUKYTHOI IPaTKH
(puc. 2).

[To3HauymMo BiACTaHb MK HAMOIMKINMHU IPO-
HaMU-CyCl1aMu uepe3 a (mapaMmeTp IpaTku), YUCIIo
JpOHIB y cucTteMi — N, a XapakTepHi JiHiiHI po3-
Mipu cuctemu — 2L. [lpu npomy BBa)kaemo, IO
JPOHU PO3MINIYIOTHCS B MEKaxX KoJia, paaiycy L.
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Puc. 1. BapianT po3TamyBaHHsI CHCTEeMH JAPOHIB
0 BY3JIaX KBA/IPATHOI IPATKH

Puc. 2. BapiaHT po3TanyBaHHsI CHCTEeMH JIPOHIB
10 BY3JIaX TPUKYTHOI IPATKH

VY Bunaaky koHpirypauii, mokasanoi Ha puc. 1,
BENMYMHH @, N 1 L 110B’s13aH1 Tak:

N, =~ —-. (1)

s ¢opmyrna BUIIIMBAE 3 OLIHKU YKCIIa BY3IIiB
KBaJIPaTHOT I'PATKH 3 IMapaMeTpoM a, sIKi momaja-
I0Th B MEXI KoJia, paaiycy L.

VY Bunanky koHpirypamii, mokasaHoi Ha puc. 2,
BiJIMIOBITHUI 3B’SI30K BHPAXKAETHCS (POPMYJIOIO:

2nl?
RVCPER @

(4KCII0 BY3TiB TPUKYTHOI IPATKH 3 TAPAMETPOM d,
SIK1 TIONIAAAI0Th B MEXI1 Koua, pajaiycy L).

N,

3ayBakumo, 1o N, npubmuszno B 1,15 pasi
6inpire 3a N,. Toxx TpuKyTHa IpaTka Moxke OyTH
OUTBII JIOIITBHOIO, OCKUIBKU TIPU Til camiéi Mak-
CHUMaJIbHIM BiJIaJeHOCTI L BiJ LEHTPaIbHOTO
JIpOHA MICTUTHME OLTBIIIE YHCIIO IPOHIB-CATEIIITIB.

3po3yMijio, IO Take pillleHHs He MOoTpedye
MOTY)KHUX aHTEH IS JIPOHIB-CATEIITIB. 3 OISy
Ha Te, N0 y XBWJIbOBIMl 30HI BUIPOMIHIOBAHHS
TYCTHHA MTOTOKY €Heprii eneKTPOMarHiTHOrO MOJIs
3aJIeXKITh BiJl BIJICTaHI ¥ 10 CUCTEMH, SIKa BUIIPOMi-
HIO€ (aHTEHM) 32 3aKOHOM 1/75, TO 3p03yMiJI0, TIPH
JIOCTaTHBO KOMITAKTHUX PO3MIpax CHCTEMH JIpO-
HIB MOXKHa MiIIOpaTH TaKy TOTYXHICTh CUTHAIY
3B’SI3Ky, 100 CHTHAN 3B’A3KY MDK I€HTpaJbHUM
JPOHOM 1 JIpOHAMH-CATENiTaMU CYTTEBO IEpeBa-
’aB MOTYXKHICTh NOTeHLiHoro 3aco0y PEB.

€ e onuH Gi3UIHUN MEXaHi3M, TKAH T03BOJISE
Oprasi3zyBaTH OUTBII 3aXUIICHUI TIEpe]] 3aco0aMu
PEB cmoci6 3B’s3Ky MK OpOHaMHu. 3aJeKHICTh
T'YCTHHHU NTOTOKY €JeKTPOMarHiTHOro BUIIPOMIHIO-
BaHHS BiJg BincTani y dopmi 1/7, Mae micie mis
XBWJIbOBOI 30HM BMIIPOMiHIOBaHHs (30Ha Ppa-
yarogepa). TyT Mu MaemMo cnpaBy 3 JHUIIOIBHUM
BurpomintoBanHsaM (Jackson, 1998).

AJe mops/ 3 UM, 1Tl aHTEeHW MOYKHA BUIUTUTH
pEaKTUBHY OJIMXKHIO 30HY /1€ AMIUTITY/IN €J1eKTpHY-
HOTO 1 MAarHiTHOT'O IOJIiB CIAAI0Th 3 BiACTaHHIO 3a
3akoHoM E, H ~ 1/7°, i panianiiiny OIuKHIO 30HY
(3ony @penens), Ae Mae Micue 3MilIaHa 3alex-
HICTh aMILTITYZ TI0JIs Bij Binctani (Balanis, 2016).

SIKIIO MO3HAYMTH XapaKTEpHI pO3MIpU aHTEHH
yepe3 D, a JOBKHUHY XBHJII 4epe3 A, TO OIIHKA JJIs
MEXI PEaKTUBHOI OJMMKHBOI 30HU € TAKOIO:

D3
I"<0,62 T (3)

A Mexa oyaTKy JAajJbHbOI 30HU:

2D?
r> .

“4)

MoykHa 3pOOHMTH OLIHKY MEXI MOYaTKy Aajb-
HBOI 30HM JUISI POOOYMX YACTOT Tepenadi Bijeo/
ynpasiiHHS ~ 2,4 [T — 5,8 [T (noBkuHN XBUIIb
A~0,052 m—0,125 m) i po3mipy arterun D = 0,05 m
uyy MeHie. Toai 0aunmo, 1110 BiACTaH1 JaJIEKOI'O ITOJIs
NOYMHAETHCA Mpubau3HOo 3 10 cm. 3po3ymino, 110
1Ie HAJITO MaJia BeJIMYMHA JUTS IPAKTHYHOT peatiza-
111, aJie KO0 3MIHUTH JTialma30H YacToT 1 (110 OUTBIIT
JII€EBO) PO3MIpH QHTEHH, IO BIZICTAHb BCE JK MOJKHA
30UIBIINTH JI0 TPAKTUYHUX 3HA4YEHb (Mapamerp
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rpatku a y dopmynax (1), (2)). Kpim Toro, TyT
Moe OyTH Ji€BUM BHUKOPHCTaHHS (HOKYCyBaJIbHUX
1 pazoBanmx enemeHTiB (Tse, 2005).

3ayBa)KuMo, 10 TIPH peajizallii CUCTEMH JIpO-
HIB K Ha pHCyHKaX | 4u 2, 30BCiM HE 00OB’s3-
KOBHUM € Oe3rocepeniHiil 3B’430K KOKHOTO JIpOHa
3 HeHTpaibHUM. He HaaTo CKIagHOI € 3amada
3 00’€JHaHHS TX Y MEPEKYy, /Ie KOXKEH JIPOH MOXKE
OyTH TIOCEpEeIHHKOM NpH Tepenadi CUrHaly Mo
Mepexi.

3po3yMisio, MmO s Ji€31aTHOCTI CUCTEMU
SK Takoi, BOHA HE TOBWUHHA PO3PUBATUCH Ha
9acTUHU (110 MOXJIMBO, HANIPHUKJIAI, IPH BTPATi
KIJTBKOX APOHIB, KOKEH 3 SIKHX € MOCEPETHUKOM
MpH Mepenadi CurHaiiB). XapakTepHa KiJdbKiCTh
JPOHIB, BTpaTa IKUX € KPUTUYHOIO JIJISI CHCTEMH,
MOXe OyTH oIliHeHa sk 2L/a (miamMeTp CUCTeMH,
HOJIJIEHUH Ha BIACTAaHb MK HaAUOIMKYUMUA
cycimammu).

[Ile omHuM BapiaHTOM 3B 53Ky IPOHIB MiX
c00010 13 IIEHTPAJIHLHUM IPOHOM € 3B’ 130K B OIITHY-
HOMY Jliara3oHi, TOOTO 3a IMOCEPEeTHUIITBOM CBIT-
noBux curHamiB. EdextuBHuil paaiyc B3aemoil
TYT 0OMEXY€ETHCS, PaKTHUHO, JIUIIE YMOBAMH TIpsi-
Mmoi BuauMocTi (Crymancbkuii, 2024).

BucHoBKM i nepcneKTUBH MOAAIBIINX 10CJTi-
JuKeHb. IToka3aHo, 1110 cucTemMa HEBEIUKHUX 1 Bif-
HOCHO JICIIEBUX JPOHIB MOXe OyTH e(peKTHBHOIO
00HOBOKO OJMHMIIEIO, OJIBII 3aXHUIIIEHOO JI0 3aCO-
0iB pamioeneKTpoHHOI OOpOTHOM B TOPIBHSIHHI
3 He3aJeKHUMHU APOHAMH TOPIBHSAHOI 00#0BOT
30aTHOCTI. B mopanbmoMy MiianyeThCsl BAKOHATH
MOJICTIFOBaHHS CUCTEMH 3ac00aMi MaTeMaTUYHOTO
MOJICJTFOBAaHHS 1 CHCTEMHOTO aHaji3y, JOCIHiTUTH
€JIEKTPOMHAMIUHI XapaKTePUCTUKH KOMYHIKallii
B MEXKaX «POIO» IPOHIB, a TAKOXK 3allPONOHYBATH
MeXaHI3MHU 3MiH KOHQIrypaiii CHUCTeMH ApOHIB
y pasi BTpaTu 4YacTUHU CJICMEHTIB.
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